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Job Description

Job Title: IT Manager
[bookmark: _GoBack]Department: IT
Reporting To: Branch Manager


1. WORKING HOURS / ROSTER
1.1 Normal working hours are:
· Monday to Friday: 8:00am – 5:00pm
· Saturday: 8:00am – 12:00pm
1.2 The Employee may be required to work reasonable overtime, including after-hours, weekends, or public holidays, in accordance with business and operational requirements.

2. KEY RESPONSIBILITIES AND DUTIES
2.1 IT Strategy & Management
· Develop, implement, and maintain the Company's Information Technology strategy to support business objectives.
· Plan, manage, and oversee all IT infrastructure, systems, and technology services across the Company.
· Recommend technology improvements to enhance business efficiency, productivity, and security.
· Manage IT budgets, software licensing, hardware procurement, and technology assets.
· Ensure business continuity through appropriate backup, disaster recovery, and system redundancy plans.
2.2 Network & Infrastructure Management
· Manage and maintain the Company's network infrastructure, internet connectivity, servers, switches, firewalls, and wireless networks.
· Monitor system performance and ensure maximum uptime of all critical business systems.
· Coordinate installation, configuration, and maintenance of hardware and software.
· Maintain CCTV systems, access control systems, biometric attendance systems, and other technology infrastructure.
· Ensure all IT equipment is maintained in good working condition.
2.3 Cybersecurity & Data Protection
· Develop and implement IT security policies and procedures.
· Monitor network security and protect Company systems against cyber threats and unauthorized access.
· Manage antivirus protection, firewall configurations, software updates, and security patches.
· Ensure confidential company information is protected through appropriate access controls and data management practices.
· Investigate and respond to IT security incidents and system breaches. 
2.4 Business Systems Administration
· Manage and support all business applications including payroll systems, inventory systems, fleet management systems, GPS tracking, Microsoft 365, email services, and other operational software.
· Coordinate software upgrades, testing, and implementation of new technologies.
· Ensure integration between operational systems where applicable.
· Maintain system documentation and user manuals.
2.5 HILCOMS Development & System Administration
· Lead the ongoing development, enhancement, and maintenance of the Hi-Lift Company Management System (HILCOMS).
· Design, develop, test, and implement new HILCOMS modules to support operational and business requirements.
· Maintain and improve existing HILCOMS features, ensuring system reliability, performance, and user satisfaction.
· Develop system workflows, reports, dashboards, and automated processes to improve operational efficiency.
· Administer HILCOMS user accounts, security permissions, and access controls.
· Monitor system performance and promptly resolve software bugs, errors, and technical issues.
· Maintain the HILCOMS database, ensuring data integrity, security, backups, and recovery procedures are in place.
· Coordinate system testing and implementation of software updates with department managers.
· Prepare system documentation, user manuals, and technical specifications for new developments.
· Provide user training and technical support to employees using HILCOMS.
· Liaise with department managers to identify opportunities for new system enhancements and process improvements.
· Ensure HILCOMS integrates effectively with payroll, inventory, transport, customs, workshop, warehouse, and other business operations.
2.6 IT Support Services
· Provide technical support to all departments for hardware, software, network, printer, and communication issues.
· Ensure IT support requests are responded to and resolved within acceptable timeframes.
· Coordinate installation and setup of new computers, mobile devices, printers, and other IT equipment.
· Maintain an IT helpdesk or support register to monitor outstanding issues.
2.7 Asset & Software Management
· Maintain an up-to-date register of all Company IT assets.
· Monitor software licensing compliance and renewal requirements.
· Coordinate procurement of IT equipment and services in accordance with Company purchasing procedures.
· Ensure obsolete equipment is disposed of securely and in accordance with Company policy.
2.8 Team Leadership
· Supervise IT Support Staff and provide technical guidance and leadership.
· Allocate workloads and monitor performance of IT personnel.
· Identify staff training requirements and support professional development.
· Promote continuous improvement within the IT Department.
2.9 Project Management
· Lead IT-related projects including infrastructure upgrades, system implementations, software deployments, and digital transformation initiatives.
· Coordinate with department managers to identify technology requirements.
· Ensure projects are completed within approved budgets and timelines.
2.10 Compliance & Risk Management
· Ensure compliance with Company IT policies, cybersecurity standards, software licensing requirements, and applicable legislation.
· Develop and maintain IT Standard Operating Procedures (SOPs).
· Conduct regular system audits and risk assessments.
· Maintain disaster recovery and business continuity plans.
2.11 Reporting & Administration
· Prepare monthly IT performance reports for Management.
· Monitor IT expenditure and recommend cost-saving initiatives.
· Maintain accurate records of IT assets, maintenance schedules, licenses, warranties, and vendor agreements.
· Liaise with external IT vendors, software providers, and telecommunications companies.
2.12 Additional Duties
· Carry out any other duties and responsibilities assigned by the Branch Manager or Management, within the reasonable scope of the role.

3. MEETINGS
3.1 Attend Management Meetings and any other meetings as reasonably required by the Company.



4. GENERAL
4.1 The Employee must perform all duties in accordance with Hi-Lift Company Ltd policies, procedures, Standard Operating Procedures (SOPs), and Workplace Health and Safety standards.
4.2 The Employee is responsible for ensuring the security, reliability, availability, and continuous improvement of the Company's information technology systems and infrastructure.
4.3  The Employee must maintain strict confidentiality of all Company information, user accounts, passwords, business systems, and electronic data.
4.4 The Company reserves the right to vary duties consistent with the Employee's role, skills, and operational requirements.

5. ACKNOWLEDGEMENT
By signing below, I confirm my acceptance of this Job Description and my commitment to carry out my duties to the best of my ability.


EMPLOYEE DETAILS					FOR AND ON BEHALF OF HI-LIFT COMPANY LTD
Employee Name: 						Name: 					
Position: IT Manager					Position: 				
Signature: 						Signature: 				
Date: 							Date: 					
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